ID Experts Research: Online and Data Privacy Threats Due to COVID-19
Prepared by Pinkston, April 2020

This report serves to provide analysis and notable takeaways from survey research commissioned by ID Experts.
Interviews for this research were conducted online between April 6 - April 7, 2020 from a national sample of
1,006 adults. Results from the survey have a margin of error of +/- 3%.

Topline findings
More than one third (37%) of respondents stated that they have had their information compromised by a data
breach, while less than half (45%) are certain that their information has not fallen victim to a data breach.
Shockingly, almost one quarter (24%) of respondents identified themselves as unemployed for reasons that are
related to the COVID-19 pandemic.
Of those surveyed who are currently employed, more than 70% (72%) have the ability to telework or work
remotely, and 34% of that subset received that ability specifically due to the COVID-19 pandemic. This data
point demonstrates that many employers are adapting to a shift in restrictions caused by the pandemic, but with
this may come increased employee susceptibility to online threats and compromised identity.
When presented with various scenarios related to the pandemic, respondents identified “a loved one contracting
coronavirus” (16%), “contracting coronavirus” themselves (14%), “my financial security” (12%) and “spreading
coronavirus” (11%) as the most common concerns. Excluding the general health of the respondents and those
around them, a concern for financial security amidst the ongoing pandemic appears to be paramount.
The pandemic has certainly resulted in the public increasing their use of digital tools and platforms—62% of
respondents reported having signed up for new tools that support work, studying and socializing amidst the
pandemic. 42% narrowed their increase to 1-3 new tools and platforms, followed by 15% narrowing their
increase to 4-7.
More than half (57%) of respondents stated that they create “unique and new” passwords for each new login
that they create, while 27% reuse passwords.
In order to remember passwords, more than one third (37%) of respondents say that they just memorize them in
their head, followed by writing them down on a piece of paper (26%), storing them on their browser or device
(20%) and/or storing them in a dedicated password manager (17%). This data point reveals that most Americans
are not taking appropriate steps to ensure that they not only remember their passwords, but that they also keep
them in a safe and secure location.

Surprisingly, almost half (46%) of respondents stated that they are either “extremely familiar” or “very familiar”
with the information that services collect on them when creating a new login or account. While this can’t be
confirmed through this survey’s findings, it may be argued that naivety plays a role in how much information
consumers are knowingly—or unknowingly—giving to third parties. 35% percent of respondents are just
“moderately familiar” with the information collected.
62% of respondents are, at most, “moderately comfortable” (35% moderate, 17% slightly, 10% not at all) with
the ways in which services use personal information they collect on users upon signing up for an account or
service. A minority of respondents are either “extremely comfortable” (17%) or “very comfortable” (22%) in this
scenario.
When signing up for a new online account or service, almost one third (31%) of respondents review or
customize the default privacy settings every time, but most of those surveyed only commit to doing this
“sometimes” (46%).
Respondents are generally very unlikely to create new email addresses that are specifically used when creating a
new online account or service. 35% “never” do this, 25% “rarely” do this, and 27% “sometimes” do this.
Respondents are largely concerned about an increase in coronavirus-related phishing scams via email, phone or
text. More than half (51%) of those surveyed are “extremely concerned” (29%) or “very concerned” (22%) about
this occurring due to the pandemic. Only about 10% of respondents stated no concern at all of this occurrence.
Similarly, respondents also exhibited great concern for coronavirus-related malware attacks that are a result of
the pandemic. 50% of those surveyed are “extremely concerned” (27%) or “very concerned” (23%) about this
occurring due to the pandemic. Only about 10% of respondents stated no concern at all of this occurrence.
When respondents were asked to rate their agreeableness with the statement, “I am comfortable with the U.S.
government using mobile device location data acquired from third parties in order to track consumer movements
in an effort to contain the spread of the coronavirus,” about one quarter (27%) of respondents had no strong
opinion (“neither agree nor disagree”). Of those who held more of an opinion, 43% agreed (agree or strongly
agree) with the statement versus 30% of those who disagreed (disagree or strongly disagree). Interestingly, this
question demonstrates that a majority of people are comfortable with (or indifferent towards) the U.S.
government leveraging American citizens’ data in an effort to mitigate the current pandemic.
When respondents were asked to rate their agreeableness with the statement, “If the U.S. government has my
location data, I trust that they are only using it for the purpose of mitigating the spread of the coronavirus, and for
no other reason outside of that,” 25% of respondents “agreed” followed by 22% who had no strong opinion
(“neither agree nor disagree”). A total of 44% agreed (agree or strongly agree) with the statement versus 34% of
those who disagreed (disagree or strongly disagree). Similar to the findings in the previous question addressing
the U.S. government's activity with citizen information, a majority of people don’t believe that the government
would use this data for any reason other than its intended and advertised use.

Crosstab findings
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When respondents were asked whether or not they have had any privacy or personal identity information
compromised by a data breach, correlations are exhibited in education level and personal income. Individuals
are more likely to have been a victim of a data breach if they are highly educated and/or receiving larger incomes.
Additionally, respondents who are employed are almost two times more likely to have been a victim of a data
breach compared to someone who is unemployed. This is the case with respect to remote capabilities,
too—workers with teleworking capabilities are more likely to have been a victim of data breach compared to
workers not capable of teleworking. (Question 1)
Respondents with higher education levels and/or higher incomes are more likely to have the capability to
telework in their job. (Question 3)
Predictably, respondents who are unemployed because of reasons related to the pandemic revealed that most of
their concern revolves around their financial security. (Question 4)
The younger a respondent was, the more likely they were to take advantage of new digitals tools or platforms as
a result of the pandemic. Employed respondents with telework capabilities were also much more likely to take
advantage of new digital tools or platforms compared to those who don’t have telework capabilities. (Question
5)
While younger generations primarily remember passwords by just attempting to memorize them, respondents
age 55+ primarily remember their passwords by writing them down on a piece of paper. (Question 7)
When education level and/or personal income rises, the likelihood of a respondent being familiar with the
information that services collect on them also rises. (Question 8)
Respondents with higher incomes have a greater sense of comfort with the personal information that online
services collect compared to those with lower incomes. (Question 9)
There is a clear correlation between income level and the concern around an increase in coronavirus-related
phishing scams via email, phone or text. Respondents with higher incomes are drastically more concerned than
those with lower incomes. Respondents with telework capabilities also showed greater concern than those
without telework capabilities in their job. (Question 12)
Similarly, the trend above also appears with respect to coronavirus-related malware attacks. (Question 13)
There is a correlation between income level and government trust—respondents with higher incomes state more
comfortability with the U.S. government leveraging the phone data of American citizens than those with lower
incomes. (Question 14)
Similarly, the trend above also appears with respect to trusting that the government will only use American
citizen data for its intended and advertised use—to track the spread of the pandemic. (Question 15)
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Appendix: Results
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4 - From the options below, what concerns do you have related to the COVID-19 pandemic? (Select all
that apply)

6

7

8

9

10

11

12

13

14

15

16

17

18

