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Cyber Webinar Series Part III 

GDPR v. HIPAA v. DFS - The New Compliance Frontier 

Summary and Comparison of Key Provisions of GDPR. HIPAA, and NYS DFS Part 500 (23 N.Y.C.R.R. Part 500) 

 
 GDPR HIPAA NYS DFS Part 500 

Who is Covered? Controllers and Processors.  A controller determines the purposes and 

means of processing personal data.  A processor is responsible for 

processing personal data on behalf of a controller (i.e. a service 

provider or vendor).   

 

There is then an applicability provision which is based on the location 

of the controller/processor or the individuals whose data is being 

collected. 

 

Entities based in the EU are covered, as are entities based outside the 

EU, but selling goods/services to EU residents or monitoring the 

behavior of EU residents. 

Covered Entities and Business Associates:  A Covered Entity is a health care 

provider, a health plan, or a health care clearinghouse.  A Business Associate is any 

sub-contractor to a covered entity who will have access to protected health 

information. 

Covered Entity definition:  Any person or entity operating under or required to 

operate under a license, registration, or other authorization under the New York 

Banking Law, Insurance Law, or Financial Services Law 

What Information? Personal data is any information relating to an identified or identifiable 

living person who can be directly or indirectly identified in particular 

by reference to an identifier.  This would include name, identification 

number, location data or online identifier (IP address or device ID), as 

well as medical or health information, genetic or biometric 

information.  Financial information is also included.  Where data has 

been pseudonymised – e.g. key-coded – or potentially anonymized - 

this can still be personal data, depending on how easy it would be to 

identify the individual. 

 

“Protected Health Information” (“PHI”)  is broadly defined as identifiable 

information that relates to the past, present, or future physical or mental health or 

condition of an individual; the provision of health care to an individual; or the past, 

present, or future payment for the provision of health care to an individual; 

Nonpublic Personal Information” (“NPI”) includes: 

a) business information the compromise of which would cause a material adverse 

impact on the business, operations, or security of the Covered Entity 

b) identifier (name, etc.) plus:  SSN; drivers’ license number; account number, 

credit or debit card number; security code, access code or password to financial 

account; or biometric records 

c) health care information 

Territorial Jurisdiction Global, depending on whether the controller or processor is within the 

covered entities described above 

HIPAA is enforced at the Federal level. Global, as long as definition of “Covered Entity” met 

Responsible Party within Entity Some entities must appoint a data protection officer (or DPO) 

depending on the volume and sensitivity of data being handled. 

Must have privacy and security officers responsible for HIPAA compliance.   Must appoint CISO; Cybersecurity Program and Compliance Certificate must be 

approved by Board or Senior Officer 

Security/Privacy Program or Policies 

Required? 

No specified policies, but entities must (in practice) have policies that 

apply to their employees, address security of data, address incident 

response and breach notification, address responding to individuals'' 

rights 

Under the "accountability" principle, entities should document their 

privacy compliance procedures. 

. 

Must have policies and procedures, staff training based on HIPAA requirements, 

and must enforce these when potential violations occur.  Details are not as defined 

but should address areas such as: 

a.) Information security and data privacy 

b.) Minimal use and access as controls 

c.) Monitoring of access 

d.) Physical security 

e.) Vendor and business associate management 

f.) Risk assessment 

g.) Risk mitigation planning 

h.) Disaster recovery 

i.) Incident response 

Cybersecurity Program (generally corresponding to NIST Cybersecurity 

Framework) 

Cybersecurity Policy/Policies Encompassing: 

a) information security; 

b) data governance and classification; 

c) asset inventory and device management; 

d) access controls and identify management; 

e) business continuity and disaster recovery planning and resources; 

f) systems operations and availability concerns; 

g) systems and network security; 

h) systems and network monitoring; 

i) systems and application development and quality assurance; 

j) physical and environmental controls; 

k) customer data privacy; 

l) vendor and Third Party Service Provider management;  

m) risk assessment; and 

n) incident response 
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Consent Requirements Consent must be given by a clear affirmative act establishing a freely 

given, specific, informed and unambiguous indication of the 

individual's agreement.  This can be by a written statement, including 

online, or by an oral statement.  Silence and inactivity should not 

constitute consent. 

Voluntary consent is not sufficient to permit use or disclosure. It must be coupled 

with a valid authorization. An authorization is a detailed document that gives 

covered entities permission to use protected health information for specified 

purposes. 

None 

Exceptions N/A The HIPAA Privacy Rule requires health plans and covered health care providers 

to develop and distribute a notice that provides a clear, user friendly explanation of 

individuals rights with respect to their health information and the privacy practices 

of health plans and health care providers. 

Limited exceptions:  under 10 employees, under $5 million in gross annual revenue 

or under $10 million in year-end assets; must file notice of limited exemption on 

DFS on-line portal 

 

Covered Entities that are subject to the Cybersecurity Program of another Covered 

Entity are fully exempted from Part 500, but must file notice of exemption on DFS 

on-line portal 

Notice Requirements Notice requirements exist when data is collected directly from the 

individual, and also where data is provided by an intermediary/third 

party.  Notice requirements include name of the entity, purpose of 

processing, data retention periods, individual rights, details of transfers 

outside the EU. 

The HIPAA Privacy Rule requires health plans and covered health care providers 

to develop and distribute a notice that provides a clear, user friendly explanation of 

individuals rights with respect to their health information and the privacy practices 

of health plans and health care providers. 

No upfront notice requirements 

Protective Agreements/Third Parties Controllers must have written agreements with processors that address 

a number of specified obligations e.g. requirement to follow the 

controller's instructions, requirement to ensure security of the data, 

requirement on employees of the processor to keep data confidential, 

requirement to obtain consent to sub processing arrangements, 

requirement to submit to audits. 

Must have agreements with business associates that bind those associates to 

HIPAA compliance – vendor management programs (GDPR –  Processing by a 

processor shall be governed by a contract or other legal act under Union or Member 

State law, that is binding on the processor with regard to the controller and that sets 

out the subject-matter and duration of the processing, the nature and purpose of the 

processing, the type of personal data and categories of data subjects and the 

obligations and rights of the controller.  Article 28(3)). 

Covered Entity must develop Third Party Service Provider Security Policy (as of 

3/1/19) to address: 

a) identification and risk assessment of Third Party Service Providers; 

b) minimum cybersecurity practices applicable to Third Party Service Providers; 

c) due diligence used to evaluate Third Party Service Providers; and 

d) periodic assessment of Third Party Service Providers. 

Individual Right of Access Yes, individuals can request access to their data, at no cost and within 

one month.   

Yes, the Privacy Rule generally requires HIPAA covered entities to provide 

individuals, upon request, access to their PHI. This includes the right to inspect or 

obtain a copy, or both, of their PHI, as well as to direct the covered entity to 

transmit a copy to a designated person or entity of the individual’s choice. 45 CFR 

§ 164.524 

None 

Right to Request Amendments to Data Corrections can be requested. Yes, an amendment may be requested. The health care provider or health plan must 

respond to the request. If it created the information, it must amend inaccurate or 

incomplete information. 45 CFR 164.526 

None 

Right to Erasure Yes, there is a right to erasure in certain circumstances None None 

Right to Restriction of Processing Yes, there is a right to limit or restrict processing in certain 

circumstances 

A covered entity is not required to agree to a restriction. The only exceptions to this 

are: a right to obtain restrictions on the disclosure of health information in 

electronic or any other form to a health plan for payment or healthcare operations 

with respect to specific items and services for which the individual has paid the 

covered entity out of pocket in full. The request must be granted unless disclosure 

is required by law. 45 C.F.R. § 164. 522(a)(1).  

None 

Right to Send Data to a Different Person Yes, there is a right of portability (the right to transfer a copy of the 

data to a third party). 

Section 164.502(g) provides when, and to what extent, the personal representative 

must be treated as the individual for purposes of the Rule. In addition to these 

formal designations of a personal representative, the Rule at 45 CFR 164.510(b) 

addresses situations in which family members or other persons who are involved in 

the individual’s health care or payment for care may receive protected health 

information about the individual even if they are not expressly authorized to act on 

the individual’s behalf. 

None 
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Right to Object Yes, there is a right to object to direct marketing.  There is also a right 

to object to processing where the processing is based on "legitimate 

interests" of the entity, and the individual does not agree this is 

justifiable. 

Under the Security Standard for the Protection of Electronic Protected Health I do 

not see a right to object, but there is room for flexibility based on the composition 

of the organization  

None 

Automated Decision Making There are rights to restrict automated decision taking where this would 

have a legal or similarly significant effect on the individual 

N/A None 

Record Keeping Requirements The "accountability" principle requires entities to keep appropriate 

records of their compliance with GDPR.  This could include policies, 

notices, procedures, and training of staff, impact assessments and 

similar procedures.  

 

Additionally most entities will need to keep a record of processing 

detailing the data collected, purpose of collection, location of data, 

retention periods and similar details. 

45 C.F.R §164.316 Standard: Documentation. 

(i) Maintain the policies and procedures implemented to comply with this subpart 

in written (which may be electronic) form; and 

(ii) If an action, activity or assessment is required by this subpart to be documented, 

maintain a written (which may be electronic) record of the action, activity, or 

assessment. 

(2) Implementation specifications: 

(i) Time limit (Required). Retain the documentation required by paragraph (b)(1) of 

this section for 6 years from the date of its creation or the date when it last was in 

effect, whichever is later. 

(ii) Availability (Required). Make documentation available to those persons 

responsible for implementing the procedures to which the documentation pertains. 

(iii) Updates (Required). Review documentation periodically, and update as 

needed, in response to environmental or operational changes affecting the security 

of the electronic protected health information. 

 

Program must be in writing; documents concerning Program available to 

Commissioner upon request. 

Cooperation with Governing Authorities Entities can be subject to notices to disclose information to, or to 

permit audits from, data protection authorities. 

Organization must make internal practices, books and records relating to the use 

and disclosure of PHI available to the Secretary of HHS for purposes of 

determining the organizations compliance with HIPAA and 45 CFR § 164.528 

All documentation concerning a Covered Entity’s Cybersecurity Program available 

to Commissioner of DFS upon request 

Security of Processing Organizations must have appropriate technical and organisational 

measures that protect against unauthorized or unlawful processing and 

against accidental loss, destruction or damage.  

Account should be taken of the sensitivity of the data being handled 

and the available solutions (and costs of such) to mitigate against loss. 

Under the "accountability" principle, organizations should document 

their security procedures. 

Any engagement of processors (i.e. service providers/vendors) should 

involve appropriate due diligence, and stringent contract terms. 

Must have administrative, technical and physical safeguards in place. 

 

Requires encryption or comparable technology when data is in transit (email, 

laptops, other)  

 

 

Various requirements based upon Risk Assessment, including: 

a) penetration testing and vulnerability assessments; 

b) audit trails; 

c) access privileges; 

d) application security; 

e) cybersecurity personnel and intelligence; 

f) multi-factor authentication; 

g) limitations on data retention; 

h) training and monitoring; 

i) encryption; and 

j) incident response planning. 
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Risk Assessment Requirements No comprehensive risk requirements.   

 

For "high risk" processing a DPIA (data protection impact assessment) 

must be carried out and documented. 

 

Most businesses will conduct "data mapping" to assess the processing 

of personal data that is carried out (to feed into compliance steps, 

including record keeping requirements) 

 

Must conduct regular risk assessments (typically, at least annually); develop risk 

management programs to address risks identified in the assessment   

Periodic Risk Assessment required to inform design of Cybersecurity Program.  

Shall be updated as reasonably necessary to address changes to network, data 

collected or retained, or threats.  Risk Assessment must be documented, and shall 

address: 

a) criteria for identification of cybersecurity risks or threats facing the Covered 

Entity; 

b) criteria for assessing confidentiality, integrity, security, and availability of 

network and NPI; 

c) requirements describing how risks will be mitigated or accepted, and how 

Cybersecurity Program will address risks 

Definition of Breach Personal data breach (PDB) means a breach of security leading to the 

accidental or unlawful destruction, loss, alteration, unauthorized 

disclosure of, or access to, personal data transmitted, stored or 

otherwise processed. 

The term “breach” means the unauthorized acquisition, access, use, or disclosure of 

protected health information which compromises the security or privacy of such 

information, except where an unauthorized person to whom such information is 

disclosed would not reasonably have been able to retain such information. 

Exceptions The term “breach” does not include: any unintentional acquisition, 

access, or use of protected health information by an employee or individual acting 

under the authority of a covered entity or business associate if such acquisition, 

access, or use was made in good faith and within the course and scope of the 

employment or other professional relationship of such employee or individual, 

respectively, with the covered entity or business associate; and such information is 

not further acquired, accessed, used, or disclosed by any person; or any inadvertent 

disclosure from an individual who is otherwise authorized to access protected 

health information at a facility operated by a covered entity or business associate to 

another similarly situated individual at1 same facility; and any such information 

received as a result of such disclosure is not further acquired, accessed, used, or 

disclosed without authorization by any person. 42 U.S.C.A. §17921 

 

Cybersecurity Event that is otherwise reportable to a government body, regulatory 

agency, or other supervisory body 

 

or 

 

Cybersecurity Event that has a reasonable likelihood of materially harming any 

material part of the normal operations of Covered Entity 

 

“Cybersecurity Event” defined as any act or attempt, successful or unsuccessful, to 

gain unauthorized access to, disrupt or misuse an Information System or 

information stored on such Information System. 

Data Breach Procedures Processors must notify their controllers without undue delay. 

 

Controllers must notify their regulator within 72 hours of knowledge of 

a PDB, unless the PDB is unlikely to result in a risk to the rights and 

freedoms of natural persons 

 

Controllers may also be required to notify affected individuals of a 

PDB, where the PDB is likely to result in a high risk to the rights and 

freedoms of natural persons 

Notice to HHS is within 60 days if 500 or more affected, or by March 1 of 

following year if less than 500 affected  (longest regulatory notice timeline of the 3 

laws, both NYDFS and GDPR have 72 hour regulatory notice obligations). 

 

Risk of Compromise Analysis: low risk of compromise allows entity not to notify 

or report; risk analysis is different under NYDFS and GDPR (GDPR’s analysis is 

more similar than NYDFS – for GDPR notice to Supervisory Authority is required 

unless you can show the breach is unlikely to result in a risk to rights and freedoms 

of natural persons.  Notice is only required to individuals when likely to result in 

high risk to rights and freedom). 

Report qualifying Cybersecurity Events to DFS within 72 hours of determination, 

using DFS on-line portal 

Transfers to Foreign Persons Transfers of personal data outside the EU (or indeed access from 

outside the EU to data held inside the EU) is prohibited unless: (1) 

transfers are to a country considered adequate by the EC or (2) some 

other protection exists, such as use of an approved contract or (3) an 

appropriate exemption applies to permit the transfer. 

N/A N/A 

Enforcement/Penalties Enforced by the data protection authorities in each EU member state, 

against the entities located in that member state.  Maximum fines of 

4% of global annual revenue or 20 million Euros, whichever is the 

higher. 

Enforced by Office for Civil Rights (GDPR enforced by supervisory authorities) 

 

Investigations of matters affecting 500 or more people are almost certain. 

 

Voluntary compliance by addressing issues greatly helps avoid corrective action 

plans and fines, but certainly not a guarantee 

 

Penalties per occurrence range between $110 and $1,650,300. 

 

 

Undefined, but can include loss of licensure, fines, investigations. 
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Thank You! 
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