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Data breaches have become a way of life in 
the business world. The Ponemon Institute 
found that the average cost of a data breach 
is $4 million per incident—a hefty price tag 
for any organization.1 
The Privacy Rights Clearinghouse listed 853 data breaches,2 
bringing the average total cost of known incidents to over $3.4 
billion. Since many breaches go unreported, the actual cost is much 
higher.

Most organizations lack the skills and resources to effectively 
respond with these incidents. Inexpert planning and knee-
jerk responses worsen the outcomes and greatly increase an 
organization’s legal, financial, and reputational risks. 

Risks of Conventional Breach Response 
Approaches
Once a privacy incident—the unauthorized exposure of sensitive 
data—is discovered, many organizations will then respond in a very 
conventional manner, which typically includes a generic notification 
letter and an offer for free credit monitoring. They often do not 
analyze and take into consideration the nature and risks created 
by the incident, nor the specific needs that may exist across the 
individuals that are impacted by the data breach. 

Such “vanilla” approaches to data breach response create problems 
on two levels:

 • Not all incidents are legally defined breaches that require 
notification, yet many organizations waste time and money—
and risk customer confidence—with needless notification. Or, 
even worse, they will determine that an incident is not a breach 

and therefore does not require notification, when in fact that 
may not be based on a reasoned analysis exposing them to 
significant risk.

 • If an incident becomes classified as a breach, it is then often 
thought of primarily as a legal exercise. When viewed through 
such a lens the needs, satisfaction, retention, and well-being of 
the affected individuals is typically not the primary consideration, 
which leads to unintended business risks.

 • Each breach has its unique and specific risk factors based on the 
type and sensitivity of the exposed data, and the severity and 
intent of the party at fault. And each group of affected individuals 
have their unique needs and perceived issues, based on 
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Our Reputation for Excellence
Ninety-six percent of our data breach clients say they would select ID Experts 
to help them address future data breach risks and recommend us to others.

Why Select YourResponse?

 • REDUCE data breach response costs

 • DEMONSTRATE compliance

 • AVOID needless, or over-, notification

 • MEET the unique needs of every subset of 
the affected population

 • RETAIN customer confidence

 • CREATE “delighted victims”

 • REDUCE the likelihood of fines and class-
action lawsuits

Achieving Positive Outcomes with Breach Response

YourResponse™: The Most Trusted 
Breach Resolution Method



demographic, age, special needs, or other circumstances. Without 
appropriate analysis and a well-formulated response plan, an 
organization with a privacy incident exposes themselves to legal, 
regulatory, business, and reputational risks that can be addressed 
with a specifically-formulated breach response approach.

The Solution: ID Experts YourResponse™ 
ID Experts YourResponse™ is a proprietary, patented methodology 
for analyzing and responding to a data breach incident that results 
in the most positive outcomes. It analyzes the unique nature and 
response requirements of each privacy incident to determine if 
notification is required. If so, it formulates the best components for 
the response. This analytically rigorous process is the industry’s 
only comprehensive breach analysis and response methodology. 

Reduce Risk and Cost with YourResponse
YourResponse employs a unique four-step methodology for data 
breach response that takes into account the unique nature of each 
incident. 

Step 1: Discover 
First, we will often carry 
out a forensic analysis, 
when warranted, to 
determine if the incident 
was benign or malicious, 
who was affected, the 
source of the breach, type 
of data breached, and 
the level of exposure/
acquisition by a third party. It also includes expert data collection, 
analysis, and production as well as onsite/phone services and 
third-party experts. Our systemic method for uncovering the facts 
provides the basis for a sound analysis.

Step 2: Analyze 
We incorporate a unique, 
staged ID Experts approach, 
including a patented incident 
assessment process

We create a “risk score” that 
encompasses specific state 
and federal regulations, such 

as safe harbor, harm test, and specific reporting thresholds and 
obligations. This analysis objectively determines if an incident 
is indeed a breach — and provides supporting documentation. 
Our unique analysis step can eliminate the dangers of needless 
notification or of “over-notifying,” as well as demonstrating 
a consistent, repeatable process to ensure due diligence and 
compliance in the face of regulatory investigation.

Step 3: Formulate
Unlike the cookie-cutter approach of most data breach 
practitioners,  
YourResponse uses 
proprietary methods to 
review the demographic 
and risk information 
of affected individuals 
to develop a tailored 
response model. We 
separate the affected 
population into groups based on their specific needs and select a 
collection of response components that best meets those needs

An example might be a malicious breach of health information for 
an at-risk population.  
In this instance, we would typically provide:

 • Custom notification letter with tracking

 • Call center services and website

 • Identity theft insurance 

 • ID Experts’ unique cyber monitoring solution that tracks for key 
healthcare identifiers 

 • Our proprietary Healthcare Identity Protection Toolkit™ 

 • Identity recovery services from professionals specially trained in 
medical identity theft and provider fraud issues 

This ensures a caring, custom response for each member 
of the affected population, reducing the likelihood of fines, 
creating “delighted victims,” and saving time and money. We 
provide a paper trail documenting each step of the process, also 
demonstrating compliance.

Step 4: Respond
Based on this custom template, ID Experts takes care of every 
aspect of response, again 
ensuring the most positive 
outcomes. Thanks to 
our formulated response 
planning and scalable 
resources, ID Experts has 
a 100% success rate in 
identity recovery. We have 
the tools, technologies, 
and expertise on which 
organizations can rely. 
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About ID Experts
At ID Experts, we provide innovative software and services that simplify the complexities and reduce the 
risks of managing data incident response. Since 2003, we have served many of the largest healthcare, 
financial services, retail, and government organizations in the U.S.
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Conclusion
When faced with a data breach, most organizations go straight 
from discovery to response, risking customer confidence, lawsuits, 
and fines, and spending needless resources. YourResponse 
considers the unique nature of each incident, assesses if it is a 
breach that requires notification, and formulates a response plan 
that meets the needs of every member of the affected population. 
The results? You’ll create “delighted victims;” save time and money; 
and reduce the risk of complaint filings, fines, investigation, and 
lawsuits.

ID Experts YourResponse: Components & Benefits

Discover Comprehensive forensics that includes expert data collection, analysis, and production as well as on-site/phone 
services and third-party experts. Provides the basis for our expert assessment. 

Analyze A patented incident assessment process plus “risk score” to determine if an incident is a breach and thus 
requires notification. Reduces the costs and risks of needless notification or “over-notification.”

Formulate
A proprietary method that takes into account the specific needs of each subset of the affected population and 
determines a custom response plan to meet those needs. Creates “delighted victims” and reduces the likelihood 
of fines or litigation.

Respond
We use our formulated response plan and scalable resources to meet every individual need and ensure the 
most positive outcomes. Results in our 100% success rate in identity recovery which helps limit any harm or 
damages to the affected population. 

I “Ponemon Institute Releases 2015 Cost of Data Breach: Global Analysis,” Ponemon Institute, June 2016, https://securityintelligence.com/cost-of-a-data-breach-2016/
2 Privacy Rights Clearinghouse Chronology of Data Breaches, Query for 2014-2016 Data Breaches, http://www.privacyrights.org/data-breach
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