
Breach Analysis
Expert investigation, assessment and 
response for positive outcomes

In fact, data breaches cost organizations $5.5 

million last year1.   To ensure a positive out-

come, you need to assess your risks, under-

stand the laws, and plan a proper response. 

At ID Experts, we do just that. Our digital 

forensic professionals will analyze the facts 

around an incident, and our breach response 

team will complete a risk assessment to 

determine your regulatory requirements. 

Based on this information, we’ll help you tailor 

an effective response. We work with you as 

partners in data breach response; our mission 

is to protect your good name and the people 

you serve.

Digital Forensic Analysis

When a privacy incident concerning personal-

ly identifiable information (PII) happens, your 

first impulse may be to immediately notify the 

affected population and regulatory agencies. 

However, not all privacy incidents constitute 

a breach of PII. According to one study, com-

panies who notified customers without a data 

breach assessment paid an average of $33 

more per compromised record.  ID Experts 

offers prompt, professional forensic analysis of 

an incident, so you can correctly determine if, 

when and how PII was lost or stolen. 

Our digital forensic professionals are experts 

in collecting, analyzing, and processing com-

puter data stored in all types of devices, op-

erating systems, and shared platforms, from 

cell phones to distributed cloud networks. 

With our forensic partners, we have testified 

as experts and worked on almost every type 

of computer media, configuration, and email 

application.

Risk of Harm Assessment

We offer professional assessments by our 

team of data breach professionals who 

understand the law and who are experienced 

in every aspect of incident response. We will 

help determine who was affected, what data 

was exposed, and the level of risk to your 

business and the breach population. We’ll 

also assess any special needs, such as minors 

or non-English language speakers. The risk 

assessment helps determine how best to care 

for the individuals affected and to determine 

if notification is legally required.

Customized Data Breach Response 

Strategy

We’ve had extensive experience in manag-

ing data breach responses for companies 

and organizations in a variety of industries, 

and we also understand the complex web 

of federal and state regulations surrounding 

data privacy. Our data breach response pro-

fessionals help ensure your timely response 

and regulatory compliance for all aspects of 

If you suspect a data breach, you need answers fast: what privacy data was 

lost, who is affected and if notification is required. Delays in responding to 

a breach can increase the threat to victims and incur costly fines.

About ID ExpErts

ID Experts delivers complete data breach care. The company’s solutions in prevention, analysis, and response 

services are endorsed by the American Hospital Association, meets regulatory compliance and achieves the 

most positive outcomes for its customers. ID Experts is a leading advocate for privacy as a contributor to 

legislation, an active member in both the International Association of Privacy Professionals and HIMSS, and 

chairs the ANSI Identity Management Standards Panel PHI Project. For more information, join the LinkedIn All 

Things HITECH discussion at bit.ly/AllThingsHITECH; follow ID Experts on Twitter @IDExperts; and visit http://

www2.idexpertscorp.com/.



data breach management — from notifica-

tion and reporting to the breach population, 

regulatory authorities and the media, to 

credit/identity monitoring and recovery for 

affected customers. 

Based on our analysis of the relevant state 

and federal regulations, and the circumstanc-

es of your specific data breach, we’ll custom-

ize a plan that identifies, who, when and 

how to notify in compliance with these laws, 

and then how best to protect the affected 

individuals. With our experience in notifying 

unique and diverse populations, such as the 

critically ill, deceased, or disabled, you can 

rely on ID Experts for a professional, caring 

response.

Why Choose ID Experts?

ID Experts has the focused expertise to 

deliver industry-specific services that best 

protect organizations and the people that 

you serve. Our third-party status, relationship 

with regulatory entities and focus on “full 

recovery” helps demonstrate your commit-

ment to breach victims firsthand — as well as 

exhibit credibility to outside audiences.

With ID Experts as your partner, your organi-

zation will minimize the reputational, legal, 

and financial risks that you face when ad-

dressing data breach and privacy issues.

 

Contact an expert today:

info@idexpertscorp.com

www2.idexpertscorp.com

 
Visit www2.idexpertscorp.com for more information.
1 2011 Cost of Data Breach Study: United States, Symantec/Ponemon Institute
2 Ibid

brEAch AnAlysIs: componEnts AnD bEnEfIts

Digital forensic 
Analysis

Our forensic professionals are experts in collecting, analyzing and processing computer data, so you can accurately 
determine if, when, and how sensitive customer data was stolen or lost.

risk of harm 
Assessment

Rely on our data breach professionals to provide a through, independent risk assessment to determine an effective 
response.

customized breach 
response strategy

 We help ensure a timely, cost-effective response to a data breach, including notification that meets legal and regulatory 
requirements. We also provide notification and support for diverse populations.

federal, state and 
regulatory 
compliance

Our tools and professionals help you ensure compliance with federal and state privacy and data breach regulations, to 
reduce your post-breach liabilities and risks.

ID ExpErts’ DAtA brEAch blog

News and insight on data breach privacy, security and notification. 

http://www2.idexpertscorp.com/blog

 
nEwslEttEr sIgnup — DAtA brEAch ExAmInEr

Stay informed with quarterly updates on the latest solutions and regula-

tions. 

http://www2.idexpertscorp.com/resources/data-breach-examiner-

archive

 
DAtA brEAch lIfElInE

Confidential, experienced help is only a phone call away. 

1-866-726-4271

http://www2.idexpertscorp.com/blog/?utm_source=Google&utm_medium=CPC&utm_content=Blog%2BResources&utm_campaign=10%2BSteps%2BDownload
http://www2.idexpertscorp.com/resources/general-resources/data-breach-examiner-archive/?utm_source=Google&utm_medium=PPC&utm_content=Newsletter%2BSign%2BUp&utm_campaign=10%2Bitems%2BDownload
http://www2.idexpertscorp.com/resources/general-resources/data-breach-examiner-archive/?utm_source=Google&utm_medium=PPC&utm_content=Newsletter%2BSign%2BUp&utm_campaign=10%2Bitems%2BDownload
http://www.linkedin.com/groups/All-Things-HITECH-3873240

