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About This Document
This document is intended to provide you with general 
guidance and best practices to consider IoT security 
challenges in your own business. However, the content 
provided is not intended to be exhaustive regarding IoT 
security risks, and is not intended to be or replace legal 
advice. Please seek legal counsel for such advice.
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The billions of connected devices known collectively 
as the “Internet of Things,” or “IoT,” are making our 
lives convenient in ways we could never have imagined 
even a decade ago. News and entertainment reach us 
instantly. Personal devices help manage our lives, our 
workouts, our driving plans, and our health. Businesses 
are benefiting from offering anytime, anywhere services 
and content, and they are analyzing the information they 
gather from IoT devices to do business better. 

But these same devices that enhance consumers’ lives 
can also put their privacy at risk and leave businesses 
liable for data breaches or worse. Already researchers 
have demonstrated how easy it is to hack everything 
from smart cars to heart pumps, and cyber attackers 
have harnessed millions of security cameras and set-
top boxes to attack corporate networks. In this eBook, 
we look at the security challenges of the consumer IoT 
and what businesses can do about it.  
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IoT Security: Is Your FitBit a Key for Criminals?

In a keynote address at an IoT Security 
Conference, the chief information security 
officer of the FBI said that IoT breaches could 
affect end users even more than typical 
enterprise data breaches. In its conference 
coverage, TechTarget quoted1 FBI CISO 
Arlette Hart explaining why IoT technology is 
outpacing security: “[With technology], cool 
trumps safe. The capabilities themselves are 
almost always developed without security in 
mind. We need to change that [for IoT].” 

Noting that sensitive personal information is now 
interconnected with devices such as health monitors, 
door locks, cars, baby monitors, and household 
appliances, Hart said that breaches of individual 
devices could have serious effects on consumers.

The FBI is not the only agency concerned with the 
information security of personal devices. In January, 
the Federal Trade Commission (FTC) issued a staff 

report2 on the security of consumer devices, noting 
that the prevalent lack of security can put end user 
privacy and, in some cases, physical safety on the line. 
As more businesses take advantage of the business 
opportunities presented by these devices, and as more 
employees bring these devices into the workplace, 
consumers are not the only ones in jeopardy. Let’s 
take a look at the business risks of personal devices 
and the steps that businesses can take now to protect 
themselves. 

Billions and Billions of Risks
Computer Science Zone3 predicts that the use of 
wearable personal devices such as fitness bands, smart 
watches, smart glasses, and smart cameras will grow 
from around 1 billion to over 5 billion devices by 2020, 
and that’s not necessarily counting other consumer 
devices such as baby monitors, smart locks, smart 
toys, and even smart clothing.4 While some of the 
hacking scenarios being thrown out in the trade press 
are far-fetched (unless you’re a paparazzi target, how 
likely is it that someone will hack a camera in your 
child’s smart toy?), other devices pose real security 
risks. The FTC report Internet of Things: Privacy and 

Doug Pollack, Chief Strategy & Marketing Officer, CIPP/US
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“...as many 70 percent of IoT devices 
are vulnerable to attack, and once an 
insecure device is in consumer’s hands, 
chances are low that the security issue 
will be fixed.”

Security in a Connected World5 outlines a number of 
very credible scenarios, including the possibility that 
the devices could be attacked directly, either to steal 
personal information or to interfere with the device 
itself. For example, while the information on one 
average individual might not be worth much financially, 
information such as the user’s location could be used by 
thieves to tell when someone is away from home. Direct 
attacks on devices could also be serious, for example, if 
hackers interfered with a critical device such as a heart 
pump or gained access to a home by hacking a smart 
lock. Computer Business Review recently covered6 a 
more light-hearted case in which hackers attacked IoT 
kitchen devices in the U.K., causing smart toasters to 
refuse anything but healthy bread and smart freezers to 
shut down when they detect ice cream.

The more likely, and potentially more damaging 
scenario is that hackers will compromise personal 
devices as a way to grab credentials or introduce 
malware into enterprise networks. Companies that offer 
service via mobile devices will be vulnerable, as well as 
organizations where BYOD includes new IoT devices. In 
a recent Wall Street Journal blog,7 Matt Loeb, CEO of 
the Industrial Systems Audit and Control Association 
(ISACA), pointed out that “Workplaces are becoming 
more difficult to secure as connected devices like 
fitness bands and smart watches spread in popularity 
and make their way to the office on the wrists and in the 
pockets of employees. [As] these seemingly harmless 
devices connect to your company’s networks or servers 
and share and store information, they create more entry 
points where such information can be compromised. 
Cybercriminals realize this. Many of your employees 
probably don’t.”

In her keynote address at the IoT Security Conference, 
FBI CISO Hart also noted that many businesses that 
offer services through IoT devices collect large amounts 
of user personal data that can be at risk from insider 
theft, warning that “Malicious insiders are an internal 
threat to your infrastructure. The inadvertent insider 
is one of the biggest causes of compromise. You trust 
your employees, really? You have 40,000 employees and 
not one of them is bad?”

Security in Small Packages
The FTC report makes a number of recommendations for 
the security of consumer IoT devices. First and foremost 
is that manufacturers start designing in security, not 
adding it as an afterthought. An HP study found that 
as many as 70 percent of IoT devices are vulnerable to 
attack, and once an insecure device is in consumer’s 
hands, chances are low that the security issue will be 
fixed. Writing in Developers,8 Nermin Hajdarbegovic 
points out that “If a vulnerability is discovered on that 
type of [low-cost] device, it may be difficult to update 
the software or apply a patch — or even to get news of 
a fix to consumers. In the rush to bring new products 
and services to market, many companies are likely to 
overlook long-term support. It happens all the time, 
even in the big leagues [enterprise computing], so we 
always end up with millions of unpatched and insecure 
computers and mobile devices.”

Businesses that incorporate IoT devices in their 
business models can help motivate device 
manufacturers by making security a requirement in 
their selection process, reviewing not only security 
mechanisms in the device but manufacturers plans 
to deploy security patches. Businesses also need to 
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make consumers and employees aware of the security 
hazards posed by their personal devices. The ISACA 
Risk/Reward Barometer9 found that 84 percent of IT 
professionals surveyed believe device manufacturers 
don’t make users sufficiently aware of the type of 
information the devices collect, and 73 percent do 
not believe that current security standards in the 
IT industry sufficiently address the IoT. The report 
observes that “While 65 percent of consumers do have 
a healthy fear that their IoT device(s) may be hacked, 
nearly the same amount (64 percent) are confident that 
they can control the security of these devices — a stark 
contrast to the paltry 20 percent of IT professionals 
who share their optimism.”

Whether personal devices are part of your business 
model or simply (and almost inevitably) among the 
devices your staff brings to work, include them in your 
risk assessments and response plans. Pay attention to 
the new types of devices that people may be bringing 
to work. IoT consumer goods are proliferating fast, 
and 49 percent of the respondents in the ISACA survey 
said their IT department is not even aware of all of its 
organization’s connected devices. (ISACA also requires 
that all employee-owned devices to be wirelessly 
connected through its workplace guest network rather 
than the internal network, a practice worth emulating.)

In addition to these measures, the FTC recommends 
that organizations minimize the data they collect from 
consumer IoT devices, and make sure consumers are 
informed about the data being collected and how it will 
be used.

Privacy and Security Should Trump Cool
FBI CISO Hart is spot on in noting that cool technology 
sometimes trumps safety concerns, but we, as privacy 
and security professionals, need to make sure that 
cooler heads prevail. IoT technology needs to be 
selected carefully, and incorporated into the privacy 
and security plan before it is deployed in the business. 
Consumers and staff need to be educated about the 
risks and how to protect themselves. IoT is one more, 
very large front in the battle against cyber-crime. 
As Hart said in her keynote: “The threat vectors are 
increasing and they’re pervasive, and they’re going 
to keep on coming. And they’re going to accelerate 
because this is such a rich field. IoT compounds the 
security challenges that we already have.”   
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Medjacking: What Is This Newest Healthcare Risk?

In early August, Popular Science reported an 
FDA safety warning1 against an infusion pump 
used in hospitals. According to the FDA, a 
type of pump used to administer IV fluids is 
vulnerable to cyber-attack, potentially putting 
patients’ lives at risk. The article points out 
that, in an episode of the TV series Homeland, 
hackers killed the U.S. vice-president by 
hacking and disabling his pacemaker. 

While that kind of attack is a great plot device for a 
TV drama (and makes medical device security an 
entertaining topic for Popular Science), the wider 
security threats posed by medical devices are both 
more mundane and potentially more destructive. 
Healthcare information is being exposed in more places 
every day, creating new risks for patients, providers, 
payers, and other organizations. In this article, I’ll look at 
how medical devices fit into the risk profile.

Computer Science Zone reports2 that there will be 
25 billion connected smart devices in use in the 

next five years (there are almost 5 billion already). A 
significant portion of these will be medical devices, 
from pacemakers to drug pumps, mobile medical 
workstations, in-home monitors, and personal fitness 
devices. An article in WorldNow3 proclaimed, “It may 
sound like a science fiction novel, but medical devices 
could someday be the target of hackers.” But the 
fact is that these devices are already being hacked, a 
trend that is alarming hospitals and other healthcare 
organizations. In fact, this kind of hacking is already 
widespread enough to have a new name: medjacking.

Tiny Keys to Big Doors
It’s true that hackers could tamper with medical devices 
to harm individuals, but thus far these devices are 
being hacked to unlock portals into larger medical 
systems and steal protected health information (PHI). 
In June 2015, security company TrapX released a report 
showing that the majority of healthcare organizations 
are vulnerable to medjacking. The report also detailed 
incidents of medjacking in three hospitals. In one, a 
blood gas analyzer infected with two different types 
of malware was used to steal passwords to other 
hospital systems, and confidential data was being 

Doug Pollack, Chief Strategy & Marketing Officer, CIPP/US
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sent (“exfiltrated,” in hacker parlance) to computers 
in Eastern Europe. In another hospital, the radiology 
department’s image storage system was used to gain 
entry to the main network and send sensitive data to 
a location in China. In a third hospital, hackers had 
installed a back door in a drug pump to gain access to 
the hospital network.

While national security agencies are no doubt preparing 
for the cloak-and-dagger scenario of medjacking 
against an individual, if you’re looking for trends in 
cyber-crime, it’s best to follow the money. Stolen 
medical identities can bring in many times the price of 
a stolen credit card number. In their current state of 
security, many medical devices offer hackers an easy 
entry point to steal massive numbers of records from 
healthcare provider’s data systems. The TrapX report 
quotes its co-founder and vice president Moshe Ben 
Simon:  “Attackers know that medical devices on the 
network are the easiest and most vulnerable points 
of entry. The medjack is designed to rapidly penetrate 
these devices, establish command and control, and then 
use these as pivot points to hijack and exfiltrate data 
from across the healthcare institution.”

 Right now, high-volume data theft appears to be 
the golden ticket for medjackers, but other kinds of 
attacks are undoubtedly coming. In June 2015, Wired 
reported4 that security researcher Billy Rios had written 
a program that could remotely force multiple pumps 
to send hospital patients potentially lethal amounts of 
drugs. Imagine if cyber-criminals were to actually use 
such a program to create panic, or if they harmed a 
few patients as a demonstration and then demanded 
ransom not to harm more.

Device Security Too Slow in Coming
Security researchers have been raising alarms 
about medical device security5 for several years. In 
2012, security researcher Jay Radcliffe made news 
when he demonstrated the ability to hack an insulin 
pump using a standard $20 radio transmitter bought 
from a consumer electronics store. At this point, 

the FDA has released security recommendations to 
manufacturers, and, according to Computerworld,6 even 
the Department of Homeland security is investigating 
cyber-security flaws in medical devices.

There are multiple challenges in maintaining medical 
device security. Many medical devices are built with the 
VxWorks real-time operating system, the most widely 
used OS in the “Internet of Things,” and, as with any 
operating system, new security flaws in VxWorks7 are 
being discovered and exploited faster than they can 
be patched. Another challenge, according to TrapX, is 
that while healthcare IT staff will manage security for 
hospital information systems, “they can’t access the 

internal software in medical devices, so they have to rely 
on device manufacturers to build and maintain security 
on those devices.” And manufacturers have not proved 
quick to address security issues. Rios, the researcher 
who hacked drug pumps, said in a blog post8 that, “Over 
400 days later, we have yet to see a single fix for the 
issues affecting the PCA 3 [drug pump], though the FDA 
published an advisory.9”

Guarding the Back Doors
The risks with medical devices are likely to get worse 
before they get better. A hard-pressed healthcare 
industry is quick to adopt innovative new devices and 
mobile applications that can lower healthcare costs and 
improve patients’ quality of life, and initiatives like the 
FDA’s Medical Device Home Use Initiative10 will drive up 
device use outside the firewalls of hospital and clinic 
networks. To stay ahead of device risks, healthcare 
providers need to expand their thinking about PHI 
protection, to look not just at protecting the data 
where it lives, but about guarding the doors to the data, 
including the potentially billions of back doors created 
by medical devices.

As more instances of medjacking make the news, the 
medical device industry and regulatory agencies will 
have to come up with security standards and practices 
for the devices. At this point, the FDA has only issued 
recommendations11 for device security, but regulation 
is likely coming. Computerworld reports12 that the 
DHS Industrial Control Systems Cyber Emergency 
Response Team  (ICS-CERT) is already “working 
with manufacturers to identify and repair software 
coding bugs and other vulnerabilities that hackers can 
potentially use to expose confidential data or attack 
hospital equipment.”

Attackers know that medical devices 
on the network are the easiest and 
the most vulnerable points of entry. 
The medjack is designed to rapidly 

penetrate these devices...”
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With the new attention on medjacking, device security 
is likely to improve greatly from where it is today. In 
the meantime, healthcare providers can help improve 
their own risk profiles by choosing devices with the 
best security features available (many today don’t 
even encrypt data before transmitting); by pressing 
manufacturers to adopt security standards and come 
up with solutions for prompt security fixes and software 
patches; by segmenting networks to isolate devices 
from sensitive data sets; and by training patients and 
staff to use devices in the most secure way possible.

All these measures are vital, but the increase in 
cyber-attacks over the last few years has shown us 
that data breaches are inevitable. It’s also critical that 
healthcare providers track new threats as they happen, 
so that attacks can be identified and isolated quickly. 
Device attack scenarios also need to be figured into 
risk management plans. 

 • What if a threat actor did attack individuals through 
devices? 

 • How quickly could such an attack be stopped 
without further endangering the people dependent 
on those devices? 

 • How quickly can they be notified and told how to 
protect themselves?) 

In a recent HIMSS Cybersecurity Survey, 32 percent of 
respondents listed endpoint security13 as one of their 
biggest security barriers, so device security should 
be included among those endpoints and placed on 
the radar of a significant percentage of healthcare IT 
managers.

Medical device security is just one of the new 
security challenges the healthcare industry faces as 
information flows from the micro to the macro, from 
tiny patient implants through medical diagnostic 
equipment and workstations, provider information 
systems, and out to massive data centers in the cloud. 
In the next article in this series, we’ll look at cloud 
services and their readiness to handle the security 
needs of healthcare.  
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By Jeremy Henley, Director of Data Breach Services

Connected Cars: Security Risks on Wheels

Wired magazine broke the story1 that hackers 
had taken control and killed the accelerator of 
a Jeep in motion on the freeway. The situation 
was not as dire as it sounds: the driver was 
a Wired magazine reporter working with 
researchers Charlie Miller and Chris Valasek to 
show the vulnerability of the electronics on 
today’s vehicles. Kaspersky later reported2 that 
the hack took months of time and effort, and 
not many consumers currently subscribe to the 
Wi-Fi service through which the hackers took 
control of the Jeep. 

Still, once into the vehicle systems, Miller and 
Valasek were able to take control of the car’s engine, 
transmission, sensors, GPS, radio, and even climate 
controls, posing a security risk serious enough 
that senators Ed Markey and Richard Blumenthal 
immediately introduced an automotive security bill3 
in Congress. Chrysler immediately recalled 1.4 million 
vehicles4 to fix the bug that enabled the attack, and 

chip maker Intel formed an industry task force,5 the 
Automotive Security Review Board to focus on securing 
“cyber-physical” systems in vehicles.

In the race to secure vehicles, the industry is coming 
from behind. Today’s cars are already rolling computer 
systems and businesses are already using connected 
cars to offer consumer and business services and to 
manage fleets and logistics. Even as they leverage 
connected car technology for competitive advantage, 
businesses need to weigh the risks so they can steer 
safely and remain in control of their data. 

Automotive Computing Makes Endpoint 
Security a Moving Target
Gone are the days when a shade-tree mechanic could 
keep an automobile purring along. Today’s vehicles run 
on data as much as they depend on oil and gasoline. 
As Bruce Emaus, chairman of Society of Automotive 
Engineers (SAE) International’s embedded software 
standards committee, told The New York Times,6 “It 
would be easy to say the modern car is a computer 
on wheels, but it’s more like 30 or more computers on 
wheels.” In fact, the most basic vehicles today have 
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at least 30 electronic control units, and some luxury 
cars have as many as 100. Electronics control the 
engine, transmission, chassis (including brakes and 
traction), safety systems such as airbags, diagnostics, 
navigation, climate, and sometimes communication 
and entertainment systems. Many of these systems 
communicate with one another—for example, many cars 
automatically lock the doors once gears are engaged—
so, as in the Wired story, once hackers break into one 
system, they can quickly take over others.

Endpoint security for mobile computers and other 
devices is a hot topic these days. Now you can think 
of an automobile as 30 to 100 moving endpoints that 
are connected to each other and to the networks of 
any businesses providing services to those vehicles. 
No wonder, as Dark Reading reports,7 the automobile 
industry has formed an Information Sharing and Analysis 
Center (ISAC) to share intelligence on vulnerabilities in 
car electronics and in-vehicle data networks.

Risks on Wheels
Of course, the nightmare scenario is that a hacker 
could take control of someone’s vehicle and cause it to 
crash. Cyber-terrorists or extortionists could certainly 
try that kind of tactic, but it’s more likely to happen in an 
episode of Homeland than in our daily lives. For garden-
variety cyber-criminals, vehicle hacking is likely to be 
monetized in other ways.

The most common near-term consequence of vehicle 
hacking could be auto theft. In July 2015, Wired reported 
that hacker Sammy Kamkar had invented a $100 device 
that attacks GM’s OnStar communication systems8 and 
allows a hacker to track, unlock, and start the vehicle. 
Kamkar said a hacker had only to plant the device in an 

inconspicuous place on the target vehicle, and wait. The 
OnStar hack demonstrates another likely consequence 
of vehicle hacking: theft of personal information. 
Kamkar’s device is capable of impersonating a friendly 
Wi-Fi network, then tricking a nearby Smartphone into 
connecting silently with it. Once connected, it could 
capture commands from the driver’s smartphone to 
the OnStar system, including credentials, and it could 

access the user’s name, email, home address, and last 
four digits of a credit card and expiration date, all of 
which are accessible through an OnStar account. GM 
has since released a patch for the vulnerability that 
enabled the hack, but it is ironic that one of the most 
sophisticated capabilities available in cars today turned 
out to be one of the most vulnerable.

Once hackers have access to personal and other 
information from car systems, they are likely to find 
myriad new ways to use it. For example, GPS information 
could be used to track a driver’s personal habits and 
schedule. The information could be used to plan a 
burglary when a driver is away from home, use the 
information for extortion (for example, if a driver were 

visiting locations of illegal activities), or used to make a 
social engineering attack more credible. (For example, 
as a Business Journal article suggested,9 an attacker 
could send an email saying “You dropped this at the 
coffee shop” with a link to malware instead of a photo.)

While thieves may use automotive computers to target 
individuals, the big opportunity for sophisticated 
cyber-criminals will be to use vehicle hacking as a 
back door into business systems. As entertainment 
and communication systems become more common, 
more and more businesses will vie to provide services 
to always-connected vehicles: everything from 
streaming entertainment and news services to hands-
free micropayments at the drive-thru, location-driven 
promotions from retailers, tracking the vehicle when 
your teenager is driving, and services that no one has 
thought of yet. The OnStar hack shows how easily 
hackers could steal user credentials, giving them 
access through the mobile services into the provider’s 
business systems.

Commercial applications also pose risks: GPS-based 
fleet management and logistics applications are 
already being used to optimize productivity, routing and 
dispatching, and fuel management. Every vehicle in a 
fleet is another endpoint to be secured, and it turns out 
that a whole fleet gives hackers more opportunities to 
succeed. In their report at the Kaspersky conference,10 
Miller and Valasek reported that one of the challenges 
of their auto-hacking method is that they needed 
to drive while staying within range while hacking an 
individual vehicle, but hacking many similar vehicles is 
less difficult: “It’s much easier to hack all the Jeeps than 
[a] certain one.”

...the big opportunity for sophisticated 
cyber-criminals will be to use vehicle 
hacking as a back door into business 

systems.”
 



DEVICES & THE INTERNET OF THINGS   |   11

Proceed with Caution
Gartner predicts11 that by 2020, there will be a quarter 
billion connected vehicles on the road, enabling new 
in-vehicle services and automated driving capabilities. 
During the next five years, the proportion of new 
vehicles equipped with this capability will increase 
dramatically, making connected cars a major element of 
the Internet of Things. Of this number, between 60 and 
75 percent will be capable of consuming, creating and 
sharing web-based data.

A recent report from ABI Research states12 that attacks 
on automobile systems will increase rapidly in 2016 
due to the major increase in connected automobile 
hardware built without foundational security principles. 
Writing in the report, Raj Samani, CTO of Europe, the 
Middle East and Africa at Intel Security, warns that 
“Poorly secured driverless cars and smart highways 
will further expose drivers and passengers in 2017 and 
beyond, likely resulting in lost lives.”

While connected cars offer abundant opportunities 
for new product offerings and improved business 
efficiency, organizations need to consider the privacy 
and security risks carefully before proceeding.  Security 
standards and best practices will emerge for the 
automotive industry, but they will take years to mature 

and find their way into vehicles. If your business is 
providing services and deploying applications on 
consumer vehicles, you will be dependent on users 
to do updates for security patches. And if your IT 
department can’t keep up with security patches on in-
house servers and laptops, how effectively will they be 
able to manage updates on a fleet of vehicles in motion? 
If your organization plans to leverage connected car 
technology, you need to examine the whole eco-system 
involved in delivering smart services, from the moving 
end-points to the data center and the cloud, and 
account for it in your security programs and incident 
response plans.

Smart vehicles can make your customer’s lives more 
convenient, save energy, and improve your business’s 
efficiency and profitability but, at best, a connected 
car is yet another endpoint that must be secured. 
At worst, it can become a projectile weapon. In its 
white paper The Internet of Things: Risks and Value 
Considerations,12 a team of ISACA experts notes that 
“The Internet of Things (IoT) revolution has the potential 
to be staggeringly transformational and, at the same 
time, highly disruptive to business.” The challenge with 
smart vehicles will be to leverage the technology for 
positive transformation while avoiding the disruption 
that a privacy or security breach could cause.   
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9 http://www.bizjournals.com/sanjose/news/2015/11/10/top-5-things-to-watch-for-in-cybersecurity-in-2016.html
10 https://blog.kaspersky.com/blackhat-jeep-cherokee-hack-explained/9493/
11 http://www.gartner.com/newsroom/id/2970017
12 https://www.abiresearch.com/market-research/product/1017985-connected-car-cybersecurity/
13 http://www.isaca.org/Knowledge-Center/Research/Documents/Internet-of-Things_whp_Eng_0115.pdf



DEVICES & THE INTERNET OF THINGS   |   12

By Rick Kam, President & Co-Founder

The Netflix/Twitter Outage:  
How IoT Risks Played a Part

For several years, security experts have been 
warning about the security risk posed by the 
“Internet of things” (IoT), the billions of Internet-
connected devices we use to run our busy 
schedules, our smart cars, our smart homes, 
our smart cities, and life-saving treatments 
in our hospitals. Researchers have proven 
that these devices are hackable, and the 
government has warned that manufacturers 
need to come up with security standards to 
protect these devices.

So far, takeovers of smart cars on the road and attacks 
on individual heart monitors are more likely to happen 
on an episode of Mr. Robot than in real life. But the 
recent denial-of-service attacks1 on popular web sites 
including Twitter, Netflix, Spotify, Airbnb, and more, 
proves that the threat is real. Yes, it’s time to get serious 
about IoT security.

From Monitors to Minions
Although researchers have proven that medical devices, 
smart cars, baby monitors, and other devices can be 
hacked, and the FTC has warned2 about the security 
of consumer devices, the incentive for cyber attackers 
to target individual devices has been fairly low. In the 
case of cars, for example, the attacker has to be in 
physical proximity to the car. Taking over a diplomatic 
motorcade might have dramatic value in a political 
thriller, but there’s little money for an attacker to hijack 
a random car on the road or even monitor the driver’s 
Internet transmissions. Part of the point of connected 
devices is that they share data with larger systems, and 
an attacker can get a lot more saleable or exploitable 
information by hacking into those larger systems. 
Hence, the news is full of data breaches, not hackers 
attacking Jeeps on the road.

The recent DDoS attack, however, shows that the real 
threat of the IoT is not so much that any individual 
device is connected but that there are billions of 
them. They are a vast, unprotected frontier where 
every device is a path directly into the computing 
infrastructure on which our economy, communications, 
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and infrastructure depend. And now cyber attackers, 
using a type of malware called Mirai, have been able 
to subvert hundreds of thousands of IoT devices like 
baby monitors and DVRs to attack some of the biggest 
companies on the web.

Standardization is a Double-Edged Sword
Urged on by government and industry leaders, device 
manufacturers have been working on security standards 
for IoT devices for several years, but criminals have 
been outpacing these efforts. In MedPage Today,3 
one CIO related an experience where three brand new 
medical devices were discovered to have been shipped 
from the factory already infected with malware in their 
Windows XP operating system.  Cyber attacks on 
industrial control systems are increasing,4 and now 
the Mirai malware is harnessing the computing and 
transmission power of seemingly innocuous consumer 
devices to mount massive attacks.

No matter their purpose, IoT devices are computers, 
and if the industry is to get ahead of the IoT security 
battle, they need to take into account the same issues 
that every other computer and software maker has to 
grapple with. For example, GE has announced plans to 
build a new operating system5 for IoT devices used in 
industrial applications. The plan makes great business 
sense for GE, but device manufacturers are not 
software companies, and they have not had to deal with 
the security issues that software companies have faced 
for decades. Every system administrator knows that 
no software release ships without flaws, which is why 

cybercriminals can take advantage of zero-day exploits 
to breach systems and steal personal information. If 
device manufacturers are getting into the software 
game, they not only need to hire top notch software 
and security talent who can jumpstart their efforts, 
they also need to institute people and process to review 
security problems, create and roll out patches, and get 
customers to install those patches.

The whole problem of deploying security patches is 
also not trivial. Organizations still struggle to keep 
fleets of personal computers and mobile devices 
up to date with the latest operating system security 
patches. Imagine the difficulty of updating billions 
of devices that live everywhere from power plants 
and manufacturing lines to home nurseries and the 
wrists of millions of consumers on jogging paths and 

treadmills around the world.

An Epic Security Challenge
There are no simple solutions to the IoT threat. The 
genie is out of the bottle: billions of these unsecured 
devices are already at work in the world, and hackers 
have already figured out how to exploit them to great 
effect. In today’s world, many current IoT devices were 
created without any security mechanisms at all, and the 
effort to remedy that situation will be epic.   

 

1 http://www.nytimes.com/2016/10/22/business/internet-problems-attack.html
2 https://www.ftc.gov/system/files/documents/reports/federal-trade-commission-staff-report-november-2013-workshop-entitled-internet-things-
privacy/150127iotrpt.pdf
3 http://www.medpagetoday.com/practicemanagement/informationtechnology/56566
4 http://www.reuters.com/article/us-usa-cybersecurity-infrastructure-idUSKCN0UR2CX20160113
5 http://www.nytimes.com/2016/08/28/technology/ge-the-124-year-old-software-start-up.html
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