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DATASHEET

The Only Complete Identity Protection Platform Designed Specifically 
to Addresses Your Unique Data Breach and Identity Fraud Risks

ID Experts for Health Plans

In today’s world of cyber-attacks and 
data breaches, you and your members are 
increasingly vulnerable to both financial  
and medical identity theft and fraud.  
ID Experts for Health Plans offers the most 
comprehensive solution available to address 
your unique requirements in this vulnerable 
environment. 
With it, you can protect your members from all nine types of 
identity theft including: Medical, Insurance, Criminal, Child, Drivers’ 
License, Social Security, Synthetic, Financial, and Employment. And 
for data breach protection, our solution has you covered not only 
after an event occurs, but also in anticipation of one.

ID Experts for Health Plans is a highly configurable set of offerings 
that includes:

 • MyIDCare™, the most-used identity protection product by the 
federal government, covering millions of consumers

 • MIDAS™, the industry’s only transaction-based medical identity 
monitoring service

 • YourResponse™, the leading data breach response service in 
healthcare and government

Total Member Protection Against Financial and 
Medical Identity Theft and Fraud
 
MyIDCare: Credit, Cyber and Identity Monitoring

MyIDCare provides thorough credit monitoring from one of the 
three national credit bureaus, or tri-bureau credit monitoring. 
The service monitors all activities that affect a subscriber’s credit 
record, and alerts your customers of any changes to their credit 
file. Those who are protected can also choose to set fraud alerts or 
credit freezes.

For dark-web monitoring, we offer CyberScan™, our proprietary 
Internet surveillance technology. CyberScan scours criminal 
websites, chat rooms and Internet bulletin boards 24/7 for stolen 
identities. It protects the illegal selling and trading of Social 
Security, passport, military ID, driver’s license, medical insurance 
and phone numbers; credit cards and bank accounts; and email 
addresses. It alerts consumers of the illegal use of their identity, so 
they can take immediate steps to protect themselves.

Our comprehensive identity monitoring is an early-warning 
prevention technology for detecting identity theft. We monitor 
change of address, payday loans, and court records and bookings. 
This technology will detect if someone is trying to divert mail or 
gain employment and/or open a new account in a victim’s name.

MIDAS: Medical Identity Monitoring

MIDAS is the first and only transaction-based, consumer-facing 
application for monitoring healthcare transactions. By crowd-
sourcing fraud detection through timely alerts, health plan 
members are notified anytime their identity has been used to 
access care. Members and their family are able to easily detect 
when a fraudulent use of their medical identity has occurred. It is 
the only solution that allows your members to monitor their own 
healthcare transactions and take control of their medical identities.

“The problems we experienced would have 
been overwhelming if it hadn’t been for 
your expertise and reassurance.”

- Privacy Officer, Major U.S. Health Plan
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About ID Experts
ID Experts has over a decade of experience in serving consumers with identity protection, and 
enterprises with data breach software and services. We cover millions of consumers with identity theft 
services with a 100 percent success track record for identity recovery. Our corporate clients include 
a who’s who of major healthcare, insurance, government, financial services, and higher education 
organizations. Visit www2.idexpertscorp.com/health-plans 

Using crowd-sourced medical fraud detection enables you to 
gather valuable analytics data that spots fraud trends within your 
business, enabling you to more efficiently develop improvement 
strategies.

Fully-Managed Identity Recovery

If your members have fallen victim to identity theft, rely on our 
Identity Recovery Experts to help them. We have a 100 percent 
success record of restoring affected individuals to pre-theft status, 
including medical identity theft.

Reimbursement Insurance and Member Services

ID Experts for Health Plans includes up to $1 million of insurance 
per individual that reimburses victims for outside covered legal 
and professional services. Covered expenses typically include 
legal fees, private investigators and notary/documentation fees. 
The insurance is underwritten by a top-tier national insurance 
company.

 Our Member Services team keeps your members up to date on 
risks that could affect them, giving them peace of mind.  
We provide unlimited access to our team of experts and provides 
tools that help your members proactively reduce their risk of 
identity theft.

Industry-leading Breach Response Services
A cost-efficient, compliant response requires careful planning 
and the help of trusted experts. With the right breach response 
partner, you can successfully mitigate the damage of a breach and 
provide the most positive outcomes for your health plan and your 
members. 

ID Experts for Health Plans offers end-to-end management of 
every aspect of a data breach response. We have the expertise to 
help you quickly and efficiently mitigate breach risks and ensure 
regulatory compliance. From initial investigation to customer 
notification and protection, our YourResponse services can help 
you every step of the way. Even better, you can choose the services 
you need, and not the ones you don’t.

Digital Forensics Investigation

When a data breach occurs, you need answers fast: how did it 
happen, who is affected, and what are the risks? Timely forensic 
analysis helps you contain the damage, determine the scope of the 
breach, and plan a compliant response.

 
We combine IT and investigator perspectives for an appropriate 
response to regulators, the breach population, and the media. 

Breach Notification & Communications

In times of crisis, you want to act quickly. But the message, timing, 
and delivery of breach communications have to be exact, or you 
could increase the level of lost business, face fines, penalties, and 
class-action lawsuits. Rely on our experts to manage consumer 
notification, regulatory reporting, media relations, and more to 
ensure you remain compliant in the event of a breach. 

Partner With an Innovator and Leader 
 • We’re the largest provider of identity protection to the federal 

government. 

 • We are serving the largest Medicaid health insurer with data 
breach response services.

 • We were selected as one of the preferred providers of identity 
protection services by the Blue Cross Blue Shield Association.

 • We work with several BlueCross and BlueShield companies.

Conclusion
There is more at stake than just money. Choose wisely to protect 
your members and your business. ID Experts for Health Plans 
is designed to provide the most flexible solutions for your plan’s 
unique needs and environment.  Our end-to-end capabilities enable 
you to activate precisely the features and functionality you need 
for a complete protection strategy, or as additions to your existing 
protection investments. Partner with ID Experts, the only provider 
of complete identity protection services for health plans.

Talk to an Expert
503-716-9051 

Info@IDExpertsCorp.com

“Your effective resolution of events 
combined with a patient and pleasant 
demeanor make hard times doable.”

- Vice President of Healthcare Compliance & Privacy, Healthcare 
Management Organization


