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DATASHEET

Expert data collection, identification and analysis

Digital Forensic Investigation

When a data breach occurs, you need 
answers—fast: how did it happen, who is 
affected and what are the risks. Whatever 
the cause—a malicious attack, third-party 
mistake, a system glitch or simple human 
error—timely forensic analysis can help 
you contain the damage and determine the 
scope of the breach.

The Solution: ID Experts Digital Forensic 
Investigation
Our digital forensic professionals are experts in collecting, 
analyzing, and processing computer data in a way that reduces 
costs and minimizes disruption to your organization.

Our services include:

 • Collection — We employ defensible methodologies to acquire 
and secure data in its original digital medium so that evidence 
is not lost or compromised. Plus, we inventory and establish a 
chain of custody to track original media in case it is needed in 
legal proceedings.

 • Data Extraction — We create a forensically sound image of the 
original media for analysis, produce a backup copy of the data 
and store all evidence in a secure location.

 • Identification — Using forensic tools, we identify evidence 
relating to a specific incident, and determine if there have been 
successful or partially successful attempts to destroy evidence, 
as well as if there are other sources of evidence that require 
acquisition.

 • Analysis — We analyze the relevant data to determine the 
data types that are involved, the nature of the breach, the 
level of exposure, and whether or not the data was sent from 
or to a third party. We also analyze the facts to provide a 
comprehensive assessment of the overall risks and implications 
for your organization.

 • Documentation — We record our steps and publish our findings 
in defensible, easy-to-read formats, including case reports. Our 
preservation, analysis and opinions have been specifically upheld 
by courts and law enforcement agencies, and depending upon 
the nature of the situation, we are able to work under attorney-
client privilege.

 • Aid in Notification — We use sampling and modeling techniques 
to quickly pull notification data from large, often disorganized 
databases. Our expertise in this area allows the work to be done 
easier, more accurately, and more cost effectively than going it 
alone or relying on forensic-only companies. 

We have completed digital forensic analysis investigations for 
businesses, hospitals, law firms, and universities. Our forensic 
experts use scientific methods to get to the root cause of the data 
breach, contain the issue, and analyze and document the findings, 
while minimizing the impact on your organization.

Malware Identification and 
Analysis
If you’re the victim of a cyber attack, our experts 
can identify the specific malware infecting your 
system, as well as determine what data was 
exposed. This frees up your IT department to 
focus on other critical tasks. 
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About ID Experts
At ID Experts, we provide innovative software and services that simplify the complexities and reduce the 
risks of managing data incident response. Since 2003, we have served many of the largest healthcare, 
financial services, retail, and government organizations in the U.S.

Rely on the Professionals, 24/7
We provide a nationwide response, and our skilled investigators are 
available 24/7. With experience in law, IT, business and accounting, 
our forensic professionals understand the legal, technical and 
practical challenges of digital forensics in the modern workplace. 
We are also certified in every aspect of forensic investigation, 
including:

 • CFE (Certified Fraud Examiner)

 • CCE (Certified Computer Examiner)

 • CISSP (Certified Information Systems Security Professional)

 • CCEP (Certified Compliance and Ethics Professional)

 • Court-qualified experts

Technical Expertise
Our professionals are experienced in the forensic analysis and 
extraction of data from:

 • All Windows, Macintosh and Linux operating systems

 • All commercial mail clients/servers, including Microsoft 
Exchange, IBM Lotus Notes, Novell GroupWise and Eudora

 • Hardware and operating systems on commonly used mobile 
devices, including Symbian OS, iPhone OS, RIM’s BlackBerry, 
Windows Mobile, Linux, Palm WebOS and Android

 • Medical devices and medical device operating systems, 
interfaces and data formats

 • Malware and ransomware

ID Experts YourResponse™: Your Comprehensive 
Response Solution
Investigation is just the first step in a data breach response. 
Choose any or all of ID Experts’ complete array of products and 
services to meet your unique requirements and achieve the results 
you want.

Digital Forensic Investigation Features & Benefits

Technical Expertise Offers digital forensics on nearly every major operating system, mail client/servers and type of 
mobile device.

Certified Professionals Provide valid, third-party analysis for regulatory compliance and litigation defense. Nationwide 
response is available 24/7. 

Expert Data Collection  
and Production 

Minimizes the amount of information to be reviewed while providing unimpeachable collection of data, 
to reduce costs and minimize disruption to your organization.

Trained for Incident 
Response

Brings together IT and investigator perspectives to an investigation, for an appropriate response to 
regulators, the breach population and the media.

Comprehensive Approach Provides immediate phone and timely on-site services, plus laboratory analysis. Expedited service is 
available.

Talk to an Expert
971-242-4775 

Info@IDExpertsCorp.com


