
Risk Assessment
Privacy/security analysis,   
privacy data inventory, gaps and 
recommendations

ID Experts can work with you on all aspects of 

assessing privacy and security risks with our 

assessment tools and services, which include: 

•	 Breach HealthCheck™, a tool for self-assess-

ment. 

•	 Privacy Risk Assessment, a professional, 

independent risk assessment, where we 

work as an extension of your team to inven-

tory personally identifiable information 

(PII) including protected health informa-

tion (PHI), identify risks, prioritize gaps, and 

docu-ment your compliance. 

•	 IT Security Risk Assessment to assess the 

security of your company’s information 

systems.

Breach HealthCheck

Many companies find it difficult to identify 

and prioritize their most severe risks for a data 

breach. A perfect starting point can be to 

self-assess their overall privacy and security risk 

profile. ID Experts knows first-hand how data 

breaches happen and how to help organi-

zations protect themselves. Based on our 

experience, we developed ID Experts Breach 

HealthCheck, an online proprietary tool that 

lets you quickly measure your breach exposure 

and protection levels. Breach HealthCheck uses 

a scorecard and a mathematical model to pro-

duce a Breach Protection Index™ and a Breach 

Protection Map™. 

The Breach Protection Index benchmarks and 

helps you monitor your exposure to — and 

protection from — a data breach. The Breach 

Protection Map is an easy-to-understand visual 

analysis that quickly reveals any gaps between 

your exposure risk and the level of protection 

based on your organization’s BPI. With the in-

formation Breach HealthCheck provides, you’ll 

be able to better prioritize how to address your 

breach risks.

Independent Privacy Risk Assess-

ment

ID Experts offers privacy and regulatory 

risk assessment and mitigation by CIPP-

certified privacy experts. Our independent 

risk assessment gives an accurate inventory 

of the PII data you hold and all internal and 

external workflows where the information is 

used. It provides a comprehensive view into 

PII-specific risks throughout your IT systems, 

organization, policies and processes — and 

identifies the gaps between your current 

protection levels and what is required by state 

and federal law. 

Based on this gap analysis, we can help you 

implement a customized technical and pro-

cedural plan for mitigating the risk of a data 

The cost of a risk assessment is less than 1% of the average cost of a data 

breach1 ; however, many companies lack the resources and expertise to 

conduct their own risk assessment — a vital step in achieving privacy and 

security compliance. 

About ID ExpErts

ID Experts is the leader in comprehensive data breach solutions that deliver the most positive outcomes. The 

company has managed hundreds of data breach incidents, protecting millions of affected individuals, for 

leading healthcare organizations, corporations, financial institutions, universities and government agencies. 

In healthcare, the company contributes to relevant legislation and rules including HITECH and is a corporate 

member of HIMSS and NHCAA. ID Experts is active with organizations that advocate for privacy for Americans 

including ANSI/Identity Theft Prevention, Identity Management Standards Panel and the International Associa-

tion of Privacy Professionals. For more information, visit http://www2.idexpertscorp.com/breach-solutions/.



breach and achieve compliance. Document-

ing your risk analysis and the steps that you 

took to mitigate those risks can save your 

organization millions of dollars in fines and 

penalties. 

IT Security Risk Assessment 

Even the most secure IT systems have vulner-

abilities that can put an organization at risk 

for a data breach. Our IT Security Risk Assess-

ment evaluates the state of your information 

security systems by identifying internal and 

external weaknesses, analyzing your policies 

and procedures and examining your physical 

infrastructure. 

The assessment goes beyond a paper-based 

audit; it involves actual testing of your 

systems — usually a simulated attack from a 

malicious source — to help identify security 

vulnerabilities and quantify their impact. 

Based on the assessment, we offer appro-

priate mitigation measures, to help your orga-

nization achieve compliance with regulatory 

requirements and ensure your customers’ 

privacy data is well protected.

Why Choose ID Experts?

ID Experts has the focused expertise to 

deliver industry-specific services that best 

protect organizations and the people that 

you serve. Our third-party status, relationship 

with regulatory entities and focus on “full 

recovery” helps demonstrate your commit-

ment to breach victims firsthand — as well as 

exhibit credibility to outside audiences.

With ID Experts as your partner, your organi-

zation will minimize the reputational, legal, 

and financial risks that you face when ad-

dressing data breach and privacy issues.

 

Contact an expert today:

info@idexpertscorp.com

www2.idexpertscorp.com

 
Visit www2.idexpertscorp.com for more information.

I ID Experts and 2010 Annual Study: U.S. Cost of a Data Breach, Ponemon Institute LLC, March 2011.

rIsk AssEssmEnt: componEnts AnD bEnEfIts

breach Healthcheck An online self-assessment tool for data breach risks that enables you to quickly determine your risk profile compared to 
industry norms and compliance requirements. 
 

Independent privacy 
risk Assessment

Demonstrate compliance and identify ways to reduce your data breach risks with a documented risk assessment by an 
expert third party. 

It security risk As-
sessment

Measure your vulnerabilities for a malicious attack on your information systems with real-world testing, so you can pro-
actively protect your organization against the likelihood of a data breach and demonstrate compliance.  

ID ExpErts’ DAtA brEAcH blog

News and insight on data breach privacy, security and notification. 

http://www2.idexpertscorp.com/blog

 
nEwslEttEr sIgnup — DAtA brEAcH ExAmInEr

Stay informed with quarterly updates on the latest solutions and regula-

tions. 

http://www2.idexpertscorp.com/resources/data-breach-examiner-

archive

 
DAtA brEAcH lIfElInE

Confidential, experienced help is only a phone call away. 

1-866-726-4271

http://www2.idexpertscorp.com/blog/?utm_source=Google&utm_medium=CPC&utm_content=Blog%2BResources&utm_campaign=10%2BSteps%2BDownload
http://www2.idexpertscorp.com/resources/general-resources/data-breach-examiner-archive/?utm_source=Google&utm_medium=PPC&utm_content=Newsletter%2BSign%2BUp&utm_campaign=10%2Bitems%2BDownload
http://www2.idexpertscorp.com/resources/general-resources/data-breach-examiner-archive/?utm_source=Google&utm_medium=PPC&utm_content=Newsletter%2BSign%2BUp&utm_campaign=10%2Bitems%2BDownload

