
Notification and      
Reporting
Caring, compliant communications

Using an outside vendor such as ID Experts 

reduces the cost of a data breach by 20% 1. 

We can take the headache and hassle out of 

notification and reporting requirements with: 

•	 Customized notification 

•	 Call-center services 

•	 Reporting to state and federal agencies 

•	 Tracking and legal presentment of notifica-

tion letters 

•	 Coordinating public relations efforts 

Customized Notification

Every data breach has a unique set of notifica-

tion requirements based upon the needs of 

the affected population, the nature of the 

breach and characteristics of the breached 

organization. However, all breach notifications 

must comply with applicable federal and 

state laws. Knowing the requirements and 

understanding the intricacies of the breach 

determine a successful response. 

We carefully craft notification letters to the 

affected individuals that meet all regulatory 

mandates. We also provide an informative 

website and call-center services to answer 

questions and resolve concerns.

Incident-specific Call Center 

We set up call-center services dedicated to 

your particular situation, including support 

for more than 80 languages and unique 

populations, such as the critically ill, deceased, 

or disabled. We provide a dedicated toll-free 

number and easy access to experienced “live” 

agents, not simply a recorded message. Our 

call center can process up to 28,000 calls 

per day, ensuring that we can quickly and 

promptly resolve concerns for data breaches 

of any size.

Regulatory and Attorney General 

Reporting

ID Experts has worked with numerous regula-

tory agencies on behalf of numerous clients, 

so you can be assured of a response that 

meets federal and state requirements. In addi-

tion, we provide legally compliant notification 

to appropriate regulatory agencies and state 

Attorneys General where the breach popula-

tion resides.

Legal Presentment and Notifica-

tion Tracking

ID Experts digitally captures every interaction 

with the affected population and maintains 

records of these interactions for 7 years, 

including phone calls and notification letters. 

Handling notification and calls for hundreds or thousands of victims — 

and state and federal agencies — can quickly become a project manage-

ment nightmare for companies in any industry.

About ID ExpErts

ID Experts delivers complete data breach care. The company’s solutions in prevention, analysis, and response 

services are endorsed by the American Hospital Association, meets regulatory compliance and achieves the 

most positive outcomes for its customers. ID Experts is a leading advocate for privacy as a contributor to 

legislation, an active member in both the International Association of Privacy Professionals and HIMSS, and 

chairs the ANSI Identity Management Standards Panel PHI Project. For more information, join the LinkedIn All 

Things HITECH discussion at bit.ly/AllThingsHITECH; follow ID Experts on Twitter @IDExperts; and visit http://

www2.idexpertscorp.com/.



The U.S. Postal Service’s NCOA service helps 

find current mailing addresses, and Lexis-

Nexis searches can help locate hard-to-find 

addresses. We use a barcode tracking system 

to track each letter to its proper destination.

Crisis Communications

Proper communication with the media is vital 

to a successful data breach response. ID Ex-

perts offer public relations support to ensure 

a consistent message across all communica-

tions outlets — TV, newspapers, the internet, 

and social media. . The integration of external 

communication with data breach  response 

services provides consistency in messaging, 

attention to quality and support throughout 

the process.

Our services can include: Review and analysis 

of the situation, creation of the external 

communication messaging including Q&A, 

and press release(s), appropriate and required 

media outreach to meet Federal and State 

requirements, and analysis and measurement 

of message effectiveness to reduce risk.

Why Choose ID Experts?

ID Experts has the focused expertise to 

deliver industry-specific services that best 

protect organizations and the people that 

you serve. Our third-party status, relationship 

with regulatory entities and focus on “full 

recovery” helps demonstrate your commit-

ment to breach victims firsthand — as well as 

exhibit credibility to outside audiences.

With ID Experts as your partner, your organi-

zation will minimize the reputational, legal, 

and financial risks that you face when ad-

dressing data breach and privacy issues.

 

Contact an expert today:

info@idexpertscorp.com

www2.idexpertscorp.com

 
Visit www2.idexpertscorp.com for more information.
1 ID Experts and 2010 Annual Study: U.S. Cost of a Data Breach, Ponemon Institute LLC, March 2011.

notIfIcAtIon AnD rEportIng: componEnts AnD bEnEfIts 

customized notifi-
cation

We tailor our notification letters, call-center services, and a website to your situation that meet regulatory requirements.

Incident-specific 
call center

ID Experts offers incident-specific call-center services with support for more than 80 languages, communication with 
unique populations, and the ability to process 28,000 calls per day.

regulatory &         
Attorney general 
reporting

We communicate with federal and state agencies, as well as state Attorneys General on your behalf.

Legal and notifica-
tion tracking

We maintain a record of every interaction (written and verbal) with the affected population for 7 years. We ensure 
correct delivery of notification letters using barcode tracking technology, USPS’ NCOA service, and LexisNexis address 
verification.

crisis                     
communications

ID Experts helps coordinate PR efforts to ensure a consistent message across all communications outlets. 

ID ExpErts’ DAtA brEAch bLog

News and insight on data breach privacy, security and notification. 

http://www2.idexpertscorp.com/blog

 
nEwsLEttEr sIgnup — DAtA brEAch ExAmInEr

Stay informed with quarterly updates on the latest solutions and regula-

tions. 

http://www2.idexpertscorp.com/resources/data-breach-examiner-

archive

 
DAtA brEAch LIfELInE

Confidential, experienced help is only a phone call away. 

1-866-726-4271

http://www2.idexpertscorp.com/blog/?utm_source=Google&utm_medium=CPC&utm_content=Blog%2BResources&utm_campaign=10%2BSteps%2BDownload
http://www2.idexpertscorp.com/resources/general-resources/data-breach-examiner-archive/?utm_source=Google&utm_medium=PPC&utm_content=Newsletter%2BSign%2BUp&utm_campaign=10%2Bitems%2BDownload
http://www2.idexpertscorp.com/resources/general-resources/data-breach-examiner-archive/?utm_source=Google&utm_medium=PPC&utm_content=Newsletter%2BSign%2BUp&utm_campaign=10%2Bitems%2BDownload

