
With greater enforcement by the HHS Office 

for Civil Rights, healthcare organizations must 

implement effective privacy and security 

compliance programs without delay. 

The first step to a successful compliance 

program is a thorough risk assessment. Enti-

ties must then conduct periodic risk assess-

ments of these programs to ensure ongoing 

compliance.

Risk Assessment Defined

A risk assessment examines federal and 

state regulations along with an organiza-

tion’s administrative, physical, and technical 

safeguards. It should encompass three areas: 

HIPAA Compliance Assessment, a HIPAA 

Security Risk Analysis, and Incident Response 

Testing. These three steps are critical to 

achieving and demonstrating compliance—

and to minimizing the likelihood of a privacy 

incident and possible investigation by the 

OCR.

How Compliant Are You?               

A Risk Assessment Checklist

R	HIPAA Compliance Assessment, an 

independent but highly collaborative 

assessment of your regulatory obliga-

tions, existing controls and gaps. This 

evaluation provides recommendations 

for ensuring regulatory compliance with 

the HIPAA-HITECH Privacy, Security, and 

Breach Notification Rules.

R	HIPAA Security Risk Analysis, a 

prospective and in-depth analysis of the 

risks to your information assets involving 

electronic PHI and recommendations to 

meet the requirements of the HIPAA Se-

curity Rule and Stage 1 and 2 Meaning-

ful Use. This analysis identifies your data 

assets, associated business processes, 

related threats, and the likelihood of 

those threats occuring.

R	 Incident Response Testing, a proven 

approach to help your organization 

prepare for a potential breach event.  

Our Incident Response Testing evaluates 

your current plan, simulates a response, 

assesses the effort and provides recom-

mendations.

Call on the Professionals

Partnering with a healthcare industry expert 

to assist you with your risk assessment needs 

provides a fast, collaborative and cost-effec-

tive approach to meeting your compliance 

goals. ID Experts can work with you on all as-

pects of assessing privacy, security and data 

breach safeguards and risks to your PHI.  

The HIPAA Final Omnibus Rule, effective March 26, 

2013, puts renewed pressure on covered entities and 

business associates to act now to achieve compliance 

with HIPAA and breach notification requirements.

“This final omnibus rule marks the 

most sweeping changes to the 

HIPAA Privacy and Security Rules 

since they were first implemented. 

These changes…strengthen the 

ability of my office to vigorously en-

force the HIPAA privacy and security 

protections, regardless of whether 

the information is being held by a 

health plan, a health care provider, 

or one of their business associates.” 

– Leon Rodriguez
Director of HHS Office for Civil Rights,            
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Risk Assessment
Evaluate your risks, improve 
your compliance

http://www.healthcare-informatics.com/news-item/breaking-hhs-releases-hipaa-update


These services can be combined or tailored 

to meet your specific business needs.

HIPAA Compliance Assessment

Our Compliance Assessment service provides 

you an efficient and cost-effective evalua-

tion of your current level of compliance and 

gaps with respect to your obligations to 

HIPAA-HITECH and state privacy, security, and 

data breach laws. We augment your internal 

resources with our subject matter experts to 

provide an efficient and credible evaluation 

of your compliance gaps, a priority ranking of 

your compliance risks and recommendations 

for mitigating the risks. 

Our methodology covers the following areas 

and can be customized to your specific 

environment:

•	 Regulatory Assessment. We conduct 

a regulatory assessment of your federal 

and state(s) obligations, including privacy, 

security and data breach laws that are ap-

plicable to your organization.  

•	 Policy & Procedure Assessment.  We 

review and assess your protected health 

information (PHI) workflows and all of 

your existing policies and procedures for 

safeguarding the information per your 

regulatory assessment scope.  

•	 Gap Analysis & Prioritization.  We 

analyze gaps in your safeguards against 

HIPAA-HITECH Privacy, Security and Breach 

Notification Rules as well as other frame-

works as appropriate. 

•	 Key Findings & Recommendations. We 

document our key findings and prioritized 

recommendations to address any compli-

ance or best practice gaps.  This is a col-

laborative process designed to meet your 

project objectives.

Our proven risk assessment tools and services include:

Compliance Assessment Security Risk Analysis

Privacy Rule

Inventory PHI/PII P P

Evaluate Policies & Procedures P

Identify  & Prioritize Gaps P

Security Rule

Evaluate (Admin/Technical/Physical) 
Safeguards P P

Identify Gaps P P

Identify Threats & Vulnerabilities P

Evaluate Controls P

Prioritize Risks & Business Impact P

Breach Notification Rule P P

Meaningful Use Core Objective P

State Privacy/Security/Breach Laws P



HIPAA Security Risk Analysis

The HIPAA Security Rule requires covered 

entities and business associates to conduct 

an accurate and thorough assessment of 

the potential risks and vulnerabilities to the 

confidentiality, integrity, and availability of 

electronic PHI held by these organizations. 

In contrast to the retrospective nature of our 

Compliance Assessment, the Risk Analysis is a 

prospective exercise in identifying and miti-

gating risks to your PHI inventory. A HIPAA 

Security Risk Analysis is also required to meet 

Meaningful Use Stage 1 and 2 requirements. 

Our methodology, which incorporates the 

elements of HHS/OCR’s guidance, consists of:

•	 Asset Inventory. We document an 

inventory of your information assets, (e.g., 

hardware, software, critical business/

clinical processes, facilities, bio-medical 

equipment, etc.), which involve creating, 

maintaining, or transmitting PHI.   

•	 Threats & Vulnerability Determina-

tion. We identify and analyze external and 

internal threats to your information assets 

and any vulnerability these threats could 

attack in order to provide a foundation for 

risk determination and remediation. 

•	 Security Controls Identification. We 

identify your current security controls (e.g, 

policies and procedures, processes, techni-

cal controls, training) by each information 

asset inventoried.

•	 Risk Determination. We determine the 

likelihood and impact (e.g., cost, harm to 

patients, harm to reputation, civil suits, 

OCR visits, etc.) of threats or vulnerabilities 

to your PHI given the security controls for 

each asset.

•	 Remediation Recommendation. We 

collaborate with you to develop a priori-

tized ranking of your risks and recommen-

dations to address these risks.   

•	 Documentation.  We provide you an 

executive summary along with a detailed 

outcome of the risk analysis process.  The 

scope of the documentation is determined 

in collaboration with you to meet your 

project and legal guidelines.

Incident Response Testing

A practical, documented, and tested Incident 

Response Plan can help your organization 

quickly assemble the proper response team, 

make decisions on how to mitigate and 

respond to the incident, and maintain “con-

trol” over the situation when a real incident 

happens. This preparation can save millions 

of dollars in direct response costs, legal costs, 

and brand reputation. 

Our Incident Response Testing includes: 

•	 Plan Evaluation. We evaluate and 

analyze gaps in your current Incident 

Response Plan.

•	 Tabletop Test. We conduct a tabletop 

test or simulation of a response to a 

suspected data breach event using your 

organization’s Incident Response Plan 

along with the designated members of the 

incident response team.

•	 Incident Response Assessment. We 

perform a detailed review and assessment 

of simulated response effort and the Inci-

dent Response Plan, including gap analysis, 

staff interviews, and mitigation plan in a 

final written report.

•	 Customized Scope. We can customize 

your assessment to include an evaluation 

and analysis of your organization’s business 

continuity plan.

More Information Online

Visit our website

www.IDExpertsCorp.com

Follow us on Twitter

@IDExperts

Join our LinkedIn Groups

All Things HITECH

 All Things Data Breach

Talk to an expert today:

866.726.4271

info@idexpertscorp.com

ID Experts’ Data Breach Prevention, Analysis 
and Response Solutions  are endorsed by the 
American Hospital Association

Professional Risk     
Assessments: Worth 
the Investment

An expert risk assessment costs less 

than 1% of the average cost of a 

data breach. Yet, many healthcare 

organizations lack the resources and 

expertise to conduct their own risk 

assessment. 

Let ID Experts help.

ABOUt ID ExPERtS

ID Experts delivers complete data breach care. The company’s solutions in data breach prevention, 

analysis and response are endorsed by the American Hospital Association, meet regulatory compliance 

and achieve the most positive out- comes for its customers. ID Experts is a leading advocate for privacy 

as a contributor to legislation, a corporate and active member in both the IAPP and HIMSS, a corporate 

member of HCCA and chairs the ANSI Identity Management Standards Panel PHI Project.


